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Executive Summary

As part of the Fake News Busters project, the Swedish partner plays a pivotal role in
shaping the digital transformation of vocational education institutions. This strategy
outlines a comprehensive and actionable framework for modernizing digital learning
environments while embedding media literacy, online safety, inclusion, and sustainability
at the heart of education.

The goal is to build a digitally competent, critically aware generation of learners who can
navigate the online world responsibly and effectively. Through the integration of new
technologies, robust safety protocols, and close collaboration with industry, this strategy
ensures that students and educators are equipped with the skills needed to thrive in an
increasingly digital and information-driven world.

As the Swedish partner, we are tasked with playing a pivotal role in the development
and piloting of the Digital Transformation Strategy for vocational education institutions
within the project.

Strategic Objectives

The overarching objectives of this strategy are to:

-

. Strengthen digital safety and data protection measures in vocational schools.

N

. Enhance students’ ability to detect and counter misinformation and fake news.
3. Integrate emerging technologies and digital literacy into the curriculum.
4. Create an inclusive and sustainable digital learning environment.

5. Foster stronger connections between education, practical training, and the labour
market.

6. Establish a replicable framework for digital transformation that can be adopted by
partner institutions across Europe.
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Below is a detailed breakdown of our specific responsibilities and contributions across
various components of the strategy:

1. Digital Safety Guidelines

In today's digital landscape, digital safety is paramount, especially in educational
settings where students are frequently exposed to various online platforms. As the
Swedish partner, we will lead the development of Digital Safety Guidelines designed to
provide clear, actionable frameworks for ensuring the safety of both students and
educators in the digital environment.

This proactive approach to digital safety will lay a strong foundation for the safe
integration of digital tools in vocational education, ensuring students are not only
digitally literate but also protected against online threats. This will include:

1. Creating a comprehensive set of cybersecurity protocols that will cover areas
such as data privacy (in line with GDPR and other regulations), secure
communications, and safe usage of educational technologies. These guidelines
will help schools establish safe practices for students while using online
platforms.

2. Designing interactive training modules on identifying and mitigating common
digital threats such as phishing attacks, malware, and identity theft. These
training sessions will be geared toward both students and educators, providing
them with essential skills to protect their personal and academic data.

3. Establishing incident response protocols, allowing schools to quickly and
efficiently respond to digital threats, minimizing the impact on students and staff.

4. Piloting these guidelines in a select group of schools, we will collect feedback to
refine and improve the measures, ensuring their real-world applicability and
effectiveness.

The school rules prohibit students from:

a) Taking photos, audio, or video recordings of other individuals (students or school
staff) without their consent, or publishing such recordings.

b) Using a mobile phone or smart devices during lessons unless permitted by the
teacher for educational purposes.
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c¢) Using unauthorized information sources and aids.

d) Having a mobile phone turned on during lessons (the phone must be off or in silent
mode) and handling it; during lessons, the student must place their phone in a location
designated by the teacher.

e) Using unauthorized information sources and aids.

» The school rules also state that the school uses artificial intelligence to tailor education
to the individual abilities and needs of students, ensuring effective and modern learning.
Students are expected to use artificial intelligence in accordance with ethical conduct.
 According to the school rules, students must refrain from making online statements,
including on social networks, that would harm the dignity or ridicule the teaching staff or
other school employees.

* During distance learning, the school rules prohibit:

a) Recording and publishing online lesson sessions without the consent of all
participants.

b) Behaving inappropriately or vulgarly in online spaces, bullying classmates, distracting
others with inappropriate or offensive comments, disrupting learning activities, muting
the teacher or classmates.

 According to the school rules, the parent or legal guardian of a student has the right to
request all relevant information about the school's activities via informed consent
(through EduPage).

 The school rules also regulate communication with the student’s legal guardian:

a) Basic information about students is provided to legal guardians through the school’s
information system — EduPage.

b) Grades in individual subjects are published via the online grade book.

c) Each legal guardian receives a login password to access the online grade book.

d) Legal guardians are invited to parent-teacher meetings through invitations sent via
EduPage.

2. Guide to Detect Fake News

In an era where misinformation spreads rapidly online, it is crucial that students are
equipped with the tools to critically assess the content they encounter. We will be
responsible for developing a Guide to Detect Fake News, aimed at building students'
media literacy and critical thinking skills.

In the piloting phase, we will implement these resources in a selection of vocational
schools, gathering data on their impact and making adjustments based on feedback
from both educators and students.This guide will include:

1. Clear definitions of fake news and its various forms, such as disinformation,
misinformation, and clickbait. This will help students recognize and understand
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the tactics used in spreading false information.

2. Practical tools and techniques for students to fact-check information, such as
using reliable sources, cross-referencing news with reputable websites, and
identifying biases in the media. The guide will encourage the development of a
skeptical mindset, empowering students to question the authenticity of the
information they encounter.

3. Creating interactive exercises for students to practice detecting fake news,
integrating these exercises into the curriculum as part of a wider digital literacy
program. The guide will include case studies, examples of common fake news
tactics, and tips for students to engage with information responsibly.

4. Training educators on how to teach students to assess media content effectively,
providing them with the skills and resources needed to facilitate discussions on
misinformation in the classroom.

* In addition to the existing courses (adaptation course, swimming course, and life and health
protection course), the school will introduce additional mandatory courses that students must
complete during their four years of study. These include courses developed as outputs of this
project — a netiquette course, a media literacy course, and a digital literacy course.

» These courses will become part of the class teacher period (homeroom lesson) plan.

» The school will share information about the dangers of fake news and how to recognize it on
its website and social media platforms.

3. Integrating New Technologies and Digital Literacy into the Curriculum

Digital literacy is essential for preparing students for the challenges and opportunities of
the 21st-century job market. As the Swedish partner, we will take the lead in ensuring
that the latest digital technologies are integrated into vocational school curricula in a
meaningful way.

Our aim is to ensure that vocational education remains future-focused, equipping
students with the digital competencies required to thrive in an increasingly technological
workforce.Our work in this area will involve:



) . ] !

x GYMNAZUN ¢ Y - TS
o STREDUACDBORNASHOLA i y ‘2 (@
h A TECHNKY ASLUZEB 4 7 7 p ‘

__FAKE |

Erasmus+ SPOJENA SKOLA N INSTITUTE AB Gioventt: in risaltc

1.

Kollarova 17 SECOVCE "

Developing a Digital Literacy Framework that outlines key competencies such as
the ability to use digital tools effectively, critical thinking in a digital context, and
problem-solving using digital platforms. The framework will cover basic to
advanced digital skills, with a focus on technology application, online
collaboration, and data management.

. Exploring emerging technologies, such as Artificial Intelligence (Al), Blockchain,

and Augmented Reality (AR), and recommending ways they can be used within
vocational training to simulate real-world scenarios. For example, Al can be used
to train students in fields like healthcare or logistics, while Blockchain may be
applied to teaching about secure data management and transparency.

Collaborating with other project partners to design lesson plans and teacher
training programs that equip educators with the skills and resources needed to
teach digital literacy and emerging technologies. This will also include creating
digital resources such as online courses, instructional videos, and interactive
tools that enhance the learning experience.

Piloting the integration of these new technologies and digital literacy initiatives in
select schools to ensure that they are both engaging and effective in enhancing
students' digital skills.

» Since we are a united school that also offers a program in Information and Network
Technologies, and our staff includes IT professionals, regular training on the latest IT
technologies will be provided for the rest of the employees.

4. Inclusive Digital Learning Environment

An inclusive digital learning environment is one where every student has equal access

to learning opportunities, regardless of their background, ability, or prior digital
experience.

As part of the pilot phase, we will monitor the effectiveness of these measures,

gathering feedback from students and educators to refine and optimize the inclusivity
strategy. We will play a critical role in creating such an environment by:

1.

Promoting the use of assistive technologies for students with disabilities,
ensuring they can fully participate in the digital learning process. This includes
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tools such as screen readers, voice recognition software, and alternative input
devices, which will help students with physical or cognitive disabilities to engage
with the content.

2. Developing programs that provide extra support for students with low digital
proficiency. These programs will offer personalized training, such as one-on-one
tutoring, peer mentoring, and refresher courses to help students build
foundational digital skills.

3. Ensuring that all students have access to the necessary digital equipment and
technologies. This may involve coordinating with schools to provide affordable
solutions for students who lack access to personal devices or the internet.

4. Providing educators with the tools and strategies needed to create inclusive
digital classrooms, ensuring they can accommodate diverse learning needs
through differentiated teaching methods and accessible online platforms.

* The school also provides education for the students from Ukraine, to whom the school will
provide laptops, internet access, and e-readers with e-books in Ukrainian (fiction).

» Thanks to the school support team and in cooperation with them, we also assist students with
learning difficulties; they are allowed to use laptops for learning and to take notes in electronic
form.

5. Sustainable Digital Learning Environment

Sustainability is an essential consideration in any digital transformation strategy.
Through these efforts, we will help create a sustainable digital learning environment that
supports both educational and environmental goals. We will focus on ensuring that the
digital learning environment is sustainable by:

1. Advocating for the use of energy-efficient technologies in schools, such as
low-power devices, energy-efficient servers, and software solutions that reduce
energy consumption. We will work with schools to help them adopt green IT
practices that minimize their environmental footprint.

2. Encouraging schools to upcycle older equipment, promoting the refurbishment
and reuse of digital devices instead of discarding them. This will involve creating
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guidelines on how schools can safely refurbish old computers, laptops, and other
devices to extend their lifespan, reduce e-waste, and save costs.

3. Integrating sustainability into the curriculum, teaching students about the
environmental impact of digital technologies and the importance of adopting
eco-friendly practices. This could include lessons on circular economy principles,
energy conservation, and the use of renewable energy sources in digital
infrastructure.

4. Assisting schools in establishing e-waste recycling programs to safely dispose of
outdated or non-functional equipment, ensuring that schools play an active role in
reducing the environmental impact of digital technologies.

Since we are holders of the Green School certificate, we strive for eco-friendly printing practices,
among other efforts (we print only when necessary, prefer black-and-white printing, use recycled
paper, print double-sided, etc.).

6. Bridging Education, Practical Training, and the Labour Market

One of the primary goals of the digital transformation strategy is to ensure that
vocational education aligns with the needs of the labor market.

As mentioned in point 3, since we are a united school that also offers a program in Information
and Network Technologies, and our staff includes IT professionals, regular training on the latest
IT technologies will be provided for the rest of the employees.

By ensuring that vocational education is closely aligned with industry needs, we will help
students bridge the gap between theoretical knowledge, practical training, and the labor
market. We will facilitate this by:

1. Working closely with technology companies and industry partners to ensure that
vocational curricula are designed in collaboration with the private sector, ensuring
that students acquire the skills that are in high demand by employers.

2. Promoting work-based learning opportunities such as internships and
apprenticeships, where students can apply the digital skills they have learned in
real-world settings. We will establish connections with companies to offer
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students hands-on experience with cutting-edge technologies.

3. Engaging in regular consultations with industry stakeholders to update and adapt
the curriculum to reflect the latest trends and technologies in the job market. This
ensures that students graduate with the relevant skills needed for current and
future job roles.

4. Developing career guidance resources that help students navigate career
opportunities in the digital sector, providing them with insights into potential
career paths, the skills required, and how to transition from education to
employment.
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